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Short Summary

The evolution of climate changes still presents large uncertainty. Water is the central
resource in BINGO and how its excess or deficit affects key socio-economic services is
the key issue addressed in the project. Adaptation strategies require decision under
uncertainty, what is a difficult task by people in charge, no matter its ranking position

(policy makers, regulation entities, service provider entities, citizens).

Adoption of an adaptation strategy requires knowledge about a large diversity of
information regarding natural or environmental phenomena; conditioning factors
influencing the adaptation objectives (political, social, economic, technological,
organizational) affecting the socio-economic key activities; relevant actors, perception

of risk, etc.

A risk management approach is a suitable methodology to link all this information and

structure it in a way able of providing support to decision making.

This report provides guidelines to develop the most relevant steps of a risk assessment
process, based on ISO: 31000, referring to BINGO experience and their limitations and
successes. It aims at being useful to any type of entity performing the first attempt of a

risk management process.
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1. INTRODUCTION

Although no doubts exist that we are facing climate changes, its evolution still presents
large uncertainty. Water is the central resource in BINGO and how its excess or deficit
affects key socio-economic services is the key issue addressed in the project.
Adaptation strategies require decision under uncertainty, a difficult task by people in
charge no matter their ranking position or sector of society (policy makers, ministries,
regulation agencies, planning agencies, service provider entities, private sectors

entities, technicians, citizens).

Establishing an adaptation strategy requires knowledge about a large diversity of
information, either natural or environmental (climate, hydrological, etc.) or about
political, social, economic and technological factors affecting the socio-economic key
activities (public water supply, agriculture water supply, tourism, people safety
protection, etc.), and how they are affected.

A risk management approach is suitable to support decision under uncertainty,
interlinking all the above referred information. Risk management is the process, distinct
from risk assessment, of weighing policy alternatives, in consultation with all interested
parties, considering risk assessment and other factors relevant for the protection of
people, activities or sectors under analysis, and, if needed, selecting appropriate

prevention and control options.

Risk assessment, as part of the risk management approach, was implemented in
BINGO at all research sites in work package 4 (WP4), interlinking the climate change
predictions produced in BINGO WP 2 with the impacts on water bodies (estimated in
WP3), with the specific key vulnerabilities of the socio-economic activities addressed at
each research site and with the acceptable tolerance of risk, among other aspects. It

intended to support decision for risk reduction, to be achieved in BINGO WP5.

The guideline presented in this report is part of the BINGO exploitation strategy and is
designed to help stakeholders that do not still have a risk culture embedded in their
procedures to adopt an easy methodology to support decision, by providing the

example pursued by BINGO and the road map followed.
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2. METHODOLOGY

When addressing climate changes, risk is associated with the interaction between
environmental phenomena, communities and the surrounding environment. If there is
no interaction between environmental phenomena and the human community or
surrounding environment there is any risk associated. When interaction occurs, the

environmental phenomena then can become a hazard (Figure 2.1).

Figure 2.1: Risk requires interaction between environmental phenomena, communities and the
surrounding environment

Risk is defined as the effect of uncertainty on objectives of an entity (organization,
individual, etc.) therefore risk management is decision under uncertainty. Risk (R) is
expressed in terms of a combination of the consequences of an event (C), or a change
in circumstances, and the associated probability of occurrence (P) (Figure 2.2). The
terms susceptibilities and resilience are usually used within a disaster risk management
(DRM) approach, common in floods risk management, and sensitivity and adaptation
are usually used within a climate change approach, common in droughts and water

resources shortage management.




Guidelines: Performing risk assessment -
& BINGO

May 2018
R=PXC
CONSEQUENCES
{Lack of)
SENSITIVITY COPING
RISK § X EXPOSURE x or X ADAPTATION
SUSCEPTIEILITIES or
RESILIENCE

Thus, to identify risks, it is necessary to take into account the nature of the hazard
and the factors that affect the consequences or impacts over the human elements and
its surrounding environment. Therefore, a social based approach is required for the

framework, in order to answer to questions as:

e What can happen?

e If it happen what will be the consequences?

e Isitlikely to happen?

e What is the level of risk?

¢ What level of risk is acceptable and what level of risk is intolerable?
¢ What actions can we take to reduce the risk?

e Who is responsible for taking action?

e What resources do we need?

e What do we know to take decision? What do we not know?

e For which period of time are we adapting?

e When is it worthwhile to implement the necessary risk reduction measures?

In BINGO, it was implemented a risk assessment procedure based on ISO
31000:2009, as part of a comprehensive risk management framework, that includes

several key steps (Figure 2.3), each of them with a significant purpose (Figure 2.4):

o Establishment of the context for the risk management process (RMP);
o Risk assessment, comprehending:

o risk identification;

o risk analysis and

o risk evaluation;
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e Risk treatment;

e Communication and consultation;

e Monitoring and review.

& BINGO

The outcome of risk assessment will assist risk decision about risk treatment strategy

(reduce, avoid, transfer, accept) and design (measures adopted).

[ COMMUNICATION & CONSULTATION }

¥
Establiching
— the CONTEXT
Risk Assessment
[ Risk |
[
IDENTIFICATION
——
[
i

MOMNITORING & REVIEW

T

Figure 2.3: Risk Management Process (1ISO 31000:2009)

Communicate and Consult

Whao are our stakeholders, what are their cbjectives and how shall we involve them?

Establish
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What do we
need to take
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and our
objectives?

el

Identify
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What might
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How, when
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Figure 2.4: Purpose of each step of the Risk Management Process (Broadleaf, 2012) ‘
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As very relevant output it can be also stated that a risk management approach
structures all the necessary information to answer the right questions, enabling

informed decision for suitable risk reduction solutions.

The main output of risk assessment, as part of a risk management process, is

risk prioritization.

Risks have two sources: i) hazard sources, related to the triggers (climatic, or other),
and ii) those associated with the elements exposed (physical, social, economic or
other) and how they respond to the hazardous phenomena, giving rise to an event with

undesirable consequences.

When referring to risk ranking it is usually assumed as ranking risks related to different
hazard sources (e,g. extreme precipitation, earthquake, market change, etc.) but, in
fact, the hazard under study can be only one (e.g. water resources shortage due to a

severe drought).

In this last case, risk ranking is about ranking exposed elements responses, regarding
how they individually compromises the established objectives, or about ranking
vulnerabilities, related either with intrinsic vulnerabilities of the elements exposed or

with context fragilities. They all enable adaption strategies design (risk treatment).

A risk management approach is suitable for all levels of decision, from national to local
policy making, to communities’ management, organizations (public services, economic

activities, etc.) or individuals. The level of output is naturally different.

BINGO project focused on effects of climate change, as driving force, on people and
property safety and on key water dependent human activities. The extreme climatic
phenomena with potential to become a hazard were related with the excess or
shortage of precipitation and with estuarine storm surges and spring tides, depending
on the case study addressed. When dealing with reduced precipitation, the hazard
addressed in the project was water resources deficit for public water supply, agriculture
water supply, energy production and environmental sustainability to support touristic
activities. For phenomena of intensive precipitation, the concern relied on inundations
due to urban drainage combined sewer overflow or to river flooding, with potential to
harm people and economic assets or socio-economic activities, as for example tourism
related activities. When focusing on storm surges and spring tides the hazard was

inundation of agricultural land, by water with high salt content.
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Although addressing different hazards and their impacts on people and property safety
or on socio-economic water dependent activities the risk approach methodology to
assess the risk was the same. Whether focussing on an economic sector (e.g.
agriculture), a public service (e.g. public water supply), or avoiding society disruption,

guestions addressed are similar:

In BINGO, some case studies performed a risk management process from the point of
view of a water authority (risk owner), responsible for managing and allocating water
for several uses, while others performed it from the point of view of water supply
entities or irrigation associations, both managing water sources as raw material, both
dependent from water allocated for their respective uses. These cases represent
sequential levels of a chain of water management and uses. Some other cases dealt
with entities responsible for urban water drainage management (municipal level),
responsible for avoiding inundations or contamination of the recipient water bodies,

with impact on leisure and tourism.

Bridging environmental impacts with socio-economic impacts in order to develop
strategies to improve adaptation and resilience is a multidisciplinary job, requiring a
multidisciplinary team. BINGO research site teams struggled with some lack of
multidisciplinary diversity, and some difficulties existed in understanding and
implementing some concepts. These difficulties were, in fact, a reflex of real life, once
the majority of stakeholders of the project do not have a risk culture embedded in their
organizations and a risk approach was still new for most of the organizations involved
in the project. In order to overcome the existing difficulties, guidance was developed to

support implementation of key steps along the project.

A risk management process should be framed by a risk management framework that
(Figure 2.5):

1. provides the foundations necessary to assist integrating risk assessment into
CC adaptation, by providing means to evaluate and prioritize risks to support
decision-making, strategies definition and inter-sectorial conflicts management;

2. assists to establish internal and external reporting and communication
mechanisms to facilitate communication among risk managers, stakeholders,
technicians, scientists, decision-makers and all other intervenient in the

process.
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This Organization’s risk management framework should be developed prior to any risk
management process. It includes: the organization’s context (the external and internal
context of the entity responsible for dealing with risks under study); accountability
(governance over the risk management process must be clearly identified: assign
accountabilities, authority and competence for managing risk at appropriate levels); risk
management policy (clearly stating the organization's objectives for, and commitment
to, risk management, including links between the organization's objectives and policies
and the risk management policy, the way in which risk management performance will
be measured and reported, etc. (Figure 2.5); communication and consultation plan of
the organization (how to communicate and consult will be reflected in each step of the
RMP) and resources (ensure the necessary resources available to assist those

accountable and responsible for managing risk: human, financial, technological, ...).

Chapter 3 presents some guideline and tips to perform a successful risk assessment
process. These are not full comprehensive guidelines and more references should be
consulted to obtain an in-depth insight of the process. The ISO 31000:2009 and its
implementation manual (ISO, 2009a) are essential. The guidelines produced for
BINGO development can also contribute to understand and implement the main steps
(Rocha, 2016 and Rocha, 2017). The establishment of the comprehensive

organization’s risk management framework will not be addressed in these guidelines.

Figure 2.6 summarises the methodology implemented, adapted to the project from 1SO

31000:2009, framed by a communication and consultation strategy.
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Figure 2.6: Framework for risk assessment developed in BINGO, adapted from ISO
31000:2009

The output of a risk assessment process should be very structured, clean and

straightforward.

As experience to perform a risk management process increases, the simplest and
cleaner becomes the output, simply because the unessential information is purged and
relationships become more understandable, as for example between external factors
and consequences, or between intrinsic vulnerabilities and consequences. Outcomes
should be as much as possible of tabular, flowchart or diagram forms, easy and fast of

reading and understanding.
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3. GUIDELINES

This guideline addresses the steps necessary to accomplish risk assessment, as part

of a risk management process. These steps are the following:

Step 1: Communicate and consult

Step 2: Establish the context for the risk management process (RMP)

@ Step 3: Risk identification

Step 4: Risk analysis

Step 5: Risk Evaluation
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Step 1: Communicate and consult

Risk owner (person or entity in charge of the risk management process - RMP) aims to
identify and engage the appropriate internal and external stakeholders and ensure an

effective exchange of information among the relevant intervenient (Figure 3.1).

* Assemble Team - Identify and engage the appropriate internal and external
I8 stakeholders and understand their accountabilities within the risk management
process;

* Establish the communication and consultation plan: Identify relevant issues to
2 communicate to and consult stakeholders, including intents and priorities,
objectives and perception of risk

Figure 3.1: Main points of communication and consultation plan

Risk owner: individuals, a system or an organization, the environment or the

community, in charge of performing the risk management process.

Stakeholder: Person or organization that can affect, be affected by, or perceive
themselves to be affected by a decision or activity. A decision maker can be a

stakeholder.

This step is crucial for the success of the risk assessment process. Some stakeholders

may be reluctant of being involved.

Dealing with uncertain and how to respond is a difficult task. Discussion and debate are
likely to lead to a greater shared understanding of the:

» causes of the problem;

» problem itself (problem formulation);

* risks and vulnerabilities;

» values at stake (for risk judgement - risk tolerance);

* range of possible responses.

10
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In order to be successful, engagement of stakeholders must obey to certain requisites.
Three key questions must be addressed in the early phase of establishing a

programme of community engagement (Bell et. al., 2017):

* Who should participate?
* What do we already know about the community?

* How should participation proceed?

Some questions help to identify where to position engagement at various steps, and

how to identify stakeholders and participants:

* What is the nature of the decision?
* What is the purpose or goal of the engagement?
* How diverse are the community and stakeholder values?

* How are the potential impacts distributed?
Engagement activities should:

1. be in line with the guiding principles
2. suit the target group(s)
3. fit the stage of the 10-step decision cycle and achieve the outcomes desired

for that step, as well as contribute to the process as a whole.

In BINGO some of the relevant stakeholders were partners of the project. In some
cases they were not project partners but they integrated the research site’s Community
of Practices (CoP). In other cases, relevant stakeholders were neither project partners

nor engaged in the CoP, what raised some difficulties.

11
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Step 2: Establish the context for the risk

management process (RMP)

Before beginning a risk assessment procedure, it is important to define the limits,
objectives and scope of the activity or issue under examination. The context concerns
what is needed to be taken into account and the objectives. Figure 3.2 summarises the

main points to be considered.

The CONTEXT for the Risk Management Process is Activity/ Process oriented.

The context concerns what is needed to be taken into account and the objectives

when managing the risk.

1 * Clear definition of the goals and scopes of the risk management activity

2 « |dentification of the external and internal factors to be taken into account when
managing risk (external and internal context for the RMP);

3 * Sets the scope and risk criteria for risk assessment

* Structures the methodology of risk analysis

Figure 3.2: Main points of the Risk Management Process’s Context

1. Clear definition of the goals and scopes of the risk management activity

In the context, risk owner restricts the risk management framework to a specific part or
activity of the Organization that will be the object of the risk management process
(RMP). As an example, a water supply entity covers several components of the supply
system (water sources, water treatment, water transport and distribution). In BINGO, it
were considered the components affected by climate change, therefore only water
sources were considered and, in some cases, water treatment, as raw water quality
can change under extreme climate events. The clear articulation of specific goals is

very important for the risk management development.

12
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2. Context of the RMP process (external and internal factors to be taken into

account when managing risk)

The establishment of the RMP’s context influences directly the formulation of the
problem (objectives and specific scopes), as well as the structure of risk analysis and
risk evaluation (risk tolerance criteria). Figure 3.3 intends to illustrate how key
influencing factors, identified in the RMP’s context, can influence not only the problem
formulation (objectives setting) but also the risk tolerance levels, according to risk

owner and stakeholders views, or even due to binding legislation.

Cd 7

Economic
PROBLEM FORMULATION « A INFLUENTIAL .
What needs to be assessed ? Lol FACTORS Sezil
l \ Legal
IDENTIFICATION OF HAZARDS ‘

n
n &
el
-3
=1 ‘
e
w8
o
-

EVI ASSESS| RISK EVALUATION
ENLASS MENT How important is the risk to those —_— -
How often or how likely ? H
concemed? .

EXPOSURE ASSESSMENT
CONSEQUENCES > RISK ES'!'I MATION & CI'_IARACT ERIZI_\TION
Qualitative or Quantitative measure of risk
What are the effects?

Figure 3.3: Relevance of context for the RMP (Adapted from Csaba and Nikolett, 2008 and
Heinz, 2010)

For the external context it is suggested to follow a PESTLE approach or a
combination of a PESTLE and SWOT analysis (Figure 3.4).

Strengths

Weaknesses

Technelogical P —

Legal

Threats

Environmental

Figure 3.4: PESTLE and SWOT analysis (Source: Jisc, 2016)

13
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PESTLE analysis intends to answer to questions of the sort:

e Political - What are the key political drivers of relevance?

e Economic - What are the important economic factors?

e Social - What are the main societal and cultural aspects?

e Technological - What are current technology imperatives, changes and
innovations?

e Legal - Current and impending legislation affecting the role.

¢ Environmental - What are the environmental considerations, locally and further
afield?

Internal context is anything within the Organization that can influence the way in
which an Organization will manage risk. The purpose of this stage is to develop an
understanding of the organization and its capabilities, as well as its goals and

objectives and the strategies that are in place to achieve them.

3. Scope and risk criteria for risk assessment

Criterion: a standard of judging, any established la, rule, principle, value, etc., by wich a

valid judgement may be formed.

Risk acceptance criteria: criteria used as basis for the decision about acceptable risk,

during the risk assessment process, but essentially for risk evaluation step.
Tips for defining risk criteria

Risk criteria establish measures of risk significance; tolerance levels and views of

stakeholders.

o Decide or define the acceptable level of risk for each activity;
e Determine what is unacceptable;

o Clearly identify who is responsible for accepting risk and at what level.
When doing so, remember:

e Do not define risk criteria that are not aligned with organization values and
RMP objectives and context (external and internal);

e Define risk criteria simultaneously with scope’s specific objectives;

14
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¢ Align with the structure of risk analysis - for instance, do not provide qualitative
levels of risk (risk analysis) and then have quantitative evaluation criteria
(tolerance of risk);

e Risk criteria can be derived from standards, laws, policies and other
requirements;

e At the initial step the risk criteria may be broadly defined and then further

refined later in the risk management process.

The context is an extremely important step of the risk management process.
Setting the scope of analysis, identifying the relevant actors and their
accountabilities, identifying the relevant risk influencing factors and setting the

values or criterion of risk acceptance are crucial for the adaptation process.

BINGO addressed two types of hazards, water resources deficit and inundation, able of
impacting the different socio-economic activities selected for the several research sites.

Figure 3.5 illustrates the scopes of analysis selected for the BINGO research sites.

Establishing the context, mainly deciding upon the relevant factors able of influencing
the consequences, proved to be quite challenging for BINGO research site teams. It
was the beginning of the process and the risk approach was not already clear. Along
the process understanding was gained. A very simple example how concepts were not
clear at first relates to the objectives/ scopes definition. The last version of scopes
presented in Figure 3.5 is far from the initial one. For example, environmental (water
bodies) protection is an objective for water resources management entities but is a
legal binding influencing factor (not an objective) for public or agriculture water supply.
Other situation refers to the formulation of objectives that did not have an underling
source of uncertainty affecting the objectives. That cannot be included in a risk
management process, were management under uncertainty is the central reason for its
implementation. Working and exchanging experiences proved to be quite efficient to

overcome several initial doubts.

Other challenge was the establishment of the risk criteria, not only concerning the
methodologies for risk analysis (how to estimate risk likelihood, assess consequences
and estimate risk level) but also deciding upon risk tolerance. Being such an important

issue tips are provided.

15
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a) BINGO Hazard: Water resources deficit
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a) BINGO Hazard: Inundations
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Figure 3.5: BINGO socio-economic activities and specific scopes of analysis addressed in the
set of research sites’ RMP for two different hazards.
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Step 3: Risk identification

Risk identification (ISO 73:2009) is a process that involves finding, recognizing, and
describing the risks that could affect the achievement of an organization’s objectives. It
is the process of identifying possible sources of risk, areas of impact, events, their
causes (or sets of circumstances) and their potential consequences. An event can be a

change in circumstances with potential to affect the achievement of objectives.

Figure 3.6 identifies the main tasks of risk identification.

*Task 1a: Hazard identification
» Task 1b: Risk influencing factors identification

» Task 2: Listing of undesired events

Figure 3.6: Main tasks of risk identification

Task 1: Hazard and risk factors identification

Task1 is about identifying relevant hazards, risk sources and risk factors and possible
undesirable impacts. Positive impacts, resulting from opportunities, could also be
considered, but for purposes of these guidelines, the focus will be in threats and
negative impacts (losses or harm). Figure 3.7 explains the underlying concepts and
illustrates the relation between risk sources and factors leading to a hazard, if exposure

of human elements occurs.

Hazard source may not be the hazard itself. As an example, considering water supply
for public or agriculture purposes, the reduction of precipitation is not the hazard but a
hazard source. If it results in water resources availability insufficient to fulfil demand,
then water resources deficit is the hazard. There’s a pathway between precipitation and

its hydrologic manifestation.

17
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Risk SOURCES:

Is where the hazardous event
is potentially originated.

Hazard source is the source
of uncertainty.

It is not possible to reduce its
uncertainty.

Risk FACTORS

It is something that can have an effect on the
risk level, by changing the probability or the
consequences of an event.

Are often causal factors that can be acted
upon, using risk reduction measures.

They can be external (context) or internal
(intrinsic vulnerabilities) to the Organization.

CONSEQUENCE factors:

HAZARD Sources ELEMENTS AT RISK
(Triggers) (Exposure)

Elements at risk

Characteristics of hazard event

System characteristics
Social context

=)
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Capability to cope, ...
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]

A

Coping capability
Recovery Capability

HAZARD

Is the potential for harm or an adverse
effect.

(e.g. to people, as death or health effects; to
property damages; to infrastructures losses,

to the surrounding environment, ...).

It is triggered by hazard sources.

VULNERABILITIES

Extreme Assets / Receptors:
Meteorological e.g. People,
conditions Residential property,
e.g. extreme Commercial property,
precipitation, high Infrastructures,
temperature, Essential services,
strong wind; low Agriculture,
atmospheric pressure Tourism,
Cultural assets,
+ Others Ecosystems,
(e.g. sea level rise, Landscape and natural
spring tides) values ...
I

|

|

|

|

|
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|

|

| PATHWAYS

|

|

|

|

] -—

PATHWAYS

Figure 3.7: Task 1 - Identification of relevant hazards, risk sources and risk factors

18



Guidelines: Performing risk assessment ’
& BINGO

May 2018

It is important to distinguish between hazard source and risk factor. It is not possible to
change the chance of a hazard source, in this case the extreme climatic phenomena
(source of uncertainty), but it is possible to change the chance of occurring a water
resources deficit, by increasing water resources availability (trough damming or other
ways). Existence or inexistence of interannual regulation capacity is a risk factor that
influences the pathway between precipitation and its hydrologic manifestation, affecting

the resulting hazard.

Risk factors typically cover three main categories of elements exposed, namely: human
factors; environmental factors; and physical factors. Vulnerability of human elements
result of the range of economic, social, cultural, institutional, political and psychological

factors that shape people’s lives and the environment that they live in (Twigg, 2004).

Task 2. Listing of undesired events

The aim of task 2 is to generate a comprehensive list of risks based on events that
might create, enhance, prevent, degrade, accelerate or delay the achievement of risk
management objectives. Besides identifying what might happen, it is necessary to
consider possible causes and scenarios that show what consequences can occur (why
and how). All significant causes and consequences should be considered (ISO,
2009b).

This step intends to identify why and how can it happen. This is accomplished by:

e Setting events (facts), and
¢ Identifying their causes (combination of hazard sources) and potential
consequences (impacts on elements exposed and then consequences over

the objectives of the risk management process).

Task 1 is an identification process, where impacts on elements exposed to the hazard
are not explicitly addressed. No concrete situations are set in place. Task 2 moves
forward, setting scenes (events). This task feeds the next step, risk analysis, that will
assess the extent of consequences and the likelihood of these events and, hence, the

level of risk.
Tips
When selecting events take into consideration the following:

e An eventis only a risk if there is a degree of uncertainty associated with it;
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¢ A natural hazard is a threat (or source) of a naturally occurring event only if it
will have a negative effect on humans (usually called a natural disaster);

e An event comprehends the natural hazard pathway and the human “pathway”
or elements impacted (assets, receptors or resources exposed). The
hazardous event is part of the event pathway. Its effects on assets are also
part of the pathway, or event description (Figure 3.8). When describing an

event refer both.

Figure 3.8 illustrates the steps involved in risk identification based on events. An event

can have a combination of sources and have multiple consequences.

Extreme
Meteorological Receptors:
conditions e.g. People; €.g. ]
(e.g. extreme Residential property; Loss of life;
precipitation, high Commercial property; Damage to
temperature, Infrastructures; infrastructures
strong wind; low e.g. Essential services; Loss of land; _
atmospheric pressure) Overland flow; Agriculture; Interruption of essential
overtopping; Tourism: services;
Others breaching; Cultural assets; EnVerﬂ”)entﬁﬂ
(e.g. sea level rise, water resources Ecosystems; degradation;
spring tides; domestic ~ deficit; Landscape and natural Economic impact;
sewerage) water contamination values ... Cultural loss;
Hazard
SOURCES Hazard ELEMENTS IMPACTED CONSEQUENCES
(Triggers) PATHWAYS (Assets, Receptors) on RMP Objectives
Risk FACTORS
_»Consequence 1
S —+Receptor 1 »Consequence 2
Source 1 —» Pathwiy | <€ v +Receptor 2 - s Consequence 3a
PRl s Pattvway 2= *Receptor 3 = »Consequence 3b
“*Receptor 4 — ~+Consequence 4

Cos P ) y—

Figure 3.8: Task 2 - Listing events

At BINGO, for each type of hazard (water resources deficit or inundation) events were
designed associating one or more hazard source (e.g. storm surge with spring tides;
precipitation and temperature), with different likelihoods, using climate change
prediction replicas from BING WP2. Pathways (climate - hydrological manifestation)
were produced within WP3. Human risk factors were added when performing risk
identification in WP4.

20



Guidelines: Performing risk assessment @ BlNGO

May 2018

Step 4: Risk analysis

Risk analysis is about developing an understanding of the risk. The main output is the
level of risk (risk estimation). It provides the basis for risk evaluation and decisions
about risk treatment.

Risk analysis consists of determining the consequences and their probabilities for
events identified in the previous step (risk identification). The consequences and their
probabilities are then combined to determine a level of risk (Figure 3.9).

* Assess Hazard Likelihood
» Assess Consequences

- Estimate Level of risk

Figure 3.9: Main tasks of risk analysis

HAZARDS ASSETS at rizk IMPACTS
2 = Casualties
» Inundations * People * Property damage
* Property » Servicesdisruption
* Droughts + Services # Loss of customers
+ Businesses * Loss of confidence
+ Reputation inthe organization
+ Financial loss
*+ Contractual * Reputational
obligations damage
* Environment * Fines and penalfies
= Environmental
contamination
Hazard Vulnerabilities
|DENTIFICATION IDENTIFICATION IDENTIFICATION Risk IDENTIFICATION
! I g —
e
Mwﬂm“'ﬁ‘
HAZARDS ASSETS atrisk IMPACTS
* Casualties
» Inundations - + People = * Property damage
s * Property = » Servicesdismption
+ Droughts = * Services o * Loss of customers
LIE » Businesses | * Loss of confidence
15‘; + Reputation E iqthe qrganizatiw
m 2 PR 5‘. * Financial loss
VLA My * Reputational
obligations damage
* Environment » Fines and penalfies
* Environmental
contamination
Hazard Vulnerabiliies
IDENTIFICATION IDENTIFICATION IDENTIFICATION Risk IDENTIFICATION
Hazard Vulnerability Consequences .
ASSESSMENT ASSESSMENT ASSESSMENT Risk ANALYSIS

Figure 3.10: From risk identification to risk assessment (Adapted from
https://www.ready.gov/risk-assessment)
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The jump from risk identification to risk analysis relies on assessment rather than on
identification (Figure 3.10). So, the first step of risk analysis is to establish a risk score.
For each item two important questions are: a) what is the likelihood that this risk will
happen, and b) if it does happen, what is the impact to my organization’s objectives?
After scoring both likelihood and consequences, scoring the risk results from combining
both.

Risk analysis (scoring the risks) can be undertaken with varying degrees of detail,
depending on the risk, the purpose of the analysis (and the decision-making needs of
the organization), and the information, data and resources available (ISO, 2009b).
Qualitative, semi-quantitative and quantitative methods can be used for hazard
assessment, consequences assessment, as well as for the combination of these (level
of risk), depending on the circumstances, as referred in ISO 31010:2009 (ISO, 2009c):

Full quantitative analysis may not always be possible or desirable due to insufficient
information about the system or activity being analysed, lack of data, etc. or because
the effort of quantitative analysis is not warranted or required. In such circumstances, a
comparative semi-quantitative or qualitative ranking of risks by specialists,

knowledgeable in their respective field, may still be effective.

In BINGO risk analysis was performed based on the events designed in task 2 of risk
identification. For the majority of research sites, the method used to estimate the level
of risk was qualitative and based on risk diagrams (Figure 3.11:). The main advantage

is its simplicity, being easily understandable.

Risk ANALYSIS
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o £ . .
S | = ®
= |3
5|8
4
A
Minimal  Significant Major

Consequences Severity
f (vulnerabilities)

. Event
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Hazard assessment was not easy to quantify for the majority of situations. Assign a
probability to the hazard source (extreme climatic phenomena - precipitation) was
possible but it was difficult to the consequent hydrological manifestation (hazard) as no

direct association exist due several influencing factors.

Consequence assessment was performed in the majority of cases based on qualitative
vulnerability scoring. In BINGO key vulnerabilities were identified considering, for each

socio-economic activity addressed, the interaction between “sector <> natural system”

and “sector <> socio-economic system” (Figure 3.12).

Susceptibility (Lack) Resilience
(Lack) Adaptive Cap.

4 Climate 3
Mam.ly ) Sector= Natire mm
Physical & Environ. —» system (DROUGHT)

vulnerabilities

!

—»  Socio-economic
system

Mainly
Social & Economic
vulnerabilities

future state

State of the
«» SECTOR system

Exposure
. . - o

Figure 3.12: Vulnerability assessment
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Step 5: Risk evaluation

Risk evaluation is about judgement. It is the process of comparing the results of risk
analysis with risk acceptance criteria, established in the context, to determine whether
the risk and/or its magnitude is acceptable or tolerable. By grading the risks, risk
evaluation assists in the decision about risk treatment. It is important to clearly identify
the entity/person or entities/persons responsible for establishing risk criteria, as it will
have a large impact in risk management.

Risk ANALYSIS Risk EVALUATION
' “ee® i@
LI @ s '@
8 | = . o | £
£ | & £ | &
o 2=
— — £
£
3 ie 00 - = ® @
[T . wv
2 Risk
Minimal  Significant Major criteria Minimal  Significant Major
Consequences Severity Consequences Severity
f (vulnerabilities) f (vulnerabilities)
. Event . Event N2

Figure 3.13: Risk assessment

It is immediately evident that the top right quadrant is where the most worrying risks are
placed.

In BINGO risk criteria was a difficult process to be established, as no large experience
existed among partners. From the six research sites only one stakeholder had a risk
culture already implemented and oriented for climate change adaptation. Knowledge

transfer helped implantation and homogenization among case studies.
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4. CONCLUSION

Implementation of a risk management process fulfils the promised BINGO contributions

as it:

1. provides the foundations necessary to assist integrating risk assessment into
climate change adaptation by providing means to evaluate and prioritise risks to
support decision-making, strategies definition and inter-sectorial conflicts
management;

2. assists to establish internal and external reporting and communication
mechanisms to facilitate communication among risk managers, stakeholders,
technicians, scientists, decision-makers and all other intervenient in the

process.

By providing support on structuring relevant information, including the definition of
objectives and analysis of the impact of climate changes upon those objectives, RMP
improves the knowledge of socio-economic water related key stakeholder’s perception
of risk imposed by climate change extreme events, and the need to define strategies
and find the resources to overcome the difficulties and accomplish the objectives. It
also provides support on defining those strategies. By using designed events, plausible

impacts become more realistic and understandable to stakeholders.

Although some of the methodologies are already well-known, it is often new the

application of risk management methods to cope with the impacts of climate change.

RMP also assists on the development of metrics to define success or failure of socio-
economic water related key stakeholder’s activities and objectives, allowing strategies

adjustment along time.

Different realities were reached in the BINGO project. Some exploitable results are
characteristic of the specific research site. As an example it is said that in Portugal the
need for improvement of the top political/ institutional practices is evident, as it was
identified as being the most relevant vulnerability factor. This outcome can’t be
generalised. The same methodology implemented at each research site lead to
different results, as expected, varying with hazard type, risk owner (type of activity and
level of approach: policy making, entity level, individual) and specific existing key

vulnerabilities.
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Decision under uncertainty is not appreciated by people in charge, no matter its ranking
position. Policy makers, professionals, stakeholders, all categories of parties would
rather know exactly how climate changes would evolve and what their consequences

are.

Only one stakeholder had already adopted a risk management framework prior to
BINGO (EPAL- Public Water Supply Company, in Portugal). For the majority, a risk
management approach was quite new. Introducing a risk approach into an organisation

or a society requires some internal changes.

All types of end-users, from top to bottom, need to understand what is at stake when
decision under uncertainty needs to be taken. Introducing a risk culture still has a long
path to be pursued before being adopted. At sectorial level, were economic impact is
directly felt; a risk culture might be more easily adopted, although acknowledgment of
their benefits still has to be developed. At top political level, where direct contact with
the reality of the risks is often inexistent, a risk culture could be extremely helpful to
support decision in adapting and combining several different conflicting or competing
sectors for the same resources. To reach such end-users will be the most challenging

job.
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